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Preface
This Primer contains a curated selection of recent articles, industry reports and other materials
that help to clarify the meaning and import of the “Internet of Things”. While the field is rapidly
evolving and as yet unsettled, we have gathered works to capture a snapshot of the
contemporary state of the field. This collection was rapidly produced as a means to orient
participants in the Center for Nanotechnology in Society (CNS-ASU) Sensors and Humans in
Networking Environments (SHINE) workshop held August 15-16, 2016 in Tempe, Arizona.
The Center for Nanotechnology in Society at Arizona State University (CNS-ASU) has for the last
decade engaged with scientists, engineers, humanists, artists, political figures and the public to
consider the political and ethical dimensions of innovation and socio-technical change. CNS-ASU
has been working with a spectrum of science and engineering partners through scenario
workshops that consider how technologies currently under development might evolve to
impact and be shaped by society in unexpected ways.
The “Internet of Things” is changing rapidly and promises to bring big societal impacts.
Advances in embedding diverse forms of autonomous ICT in bodies, buildings, machines and
nature have led to an evolution in computing that is rapidly redefining the interplay between
our educational, productivity, energy, medical, transportation and communication
infrastructures and systems across time and space. There are notable concerns over the privacy
and ownership of biomedical and financial data. But equally intriguing are deeper questions,
enthusiasms and disquiet about what it means to not only survey bodies, but also to inhabit
cities and natural environments that are constantly and invisibly mediated by emerging
information & communications technologies (ICT).
How will our cultural, environmental and social sensibilities and political structures shape and
adapt to these seemingly radical changes? What new responsibilities and risks are implied for
different players across the value chain/ecosystem? How can thinking in advance about new
designs and novel developments improve the likelihood of preferred societal outcomes?
SHINE (Sensors and Humans In Networking Environments) originated as a dialogue between
different groups at Arizona State University who share these questions and are interested in
furthering research and discourse around the future of “internet of things”. Rather than
beginning with the anticipated technological advancement of sensors and data collection,
SHINE takes a human-centered lens to consider the social, ethical, cultural and legal dimensions
of the proliferation of so-called “smart” objects or devices that have the capacity to sense and
monitor individuals and environments as well as provide feedback, recommendations or
decisions based on information gathered or analytics performed through a variety of
interactions and immersions. Therefore, we seek to bring together engineers, technologists,
artists, humanists, social scientists and legal scholars as well as partners from industry to
consider a pan-ASU effort to investigate SHINE with an eye towards advancing scholarship and
responsible invention and innovation around the future of “internet of things” to promote
human wellbeing.
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1. Overview
1.1 The Internet of Things: An Overview. Understanding the Issues and Challenges of a More
Connected World
Karen Rose, Scott Eldridge, Lyman Chapin (October 2015), The Internet Society
The definition of IoT
Rose et al. use the working definition: “the extension of network connectivity and computing capability
to objects, devices, sensors, and items not ordinarily considered to be computers.” (p.17)
Alternative network architectures
• Device-to-Device: Two or more devices that
directly connect and communicate with one
another (p. 18)
• Device-to-Cloud: “IoT device connects directly
to an Internet cloud service like an application
service provider to exchange data and control
message traffic.” (p. 19)
• Device-to-Gateway:
“Application
software
operating on a local gateway device acts as an
intermediary between the device and the cloud
service and provides security or other functions
e.g. data or protocol translation.” (p. 20)
• Back-End Data-Sharing: “A communication architecture that enables users to export cloud
service in combination with data and other sources. This supports users desire for granting
access to uploaded sensor data to third parties.” (p. 21)
Some challenges ahead
The report identifies a number of challenge areas of IoT. These include key questions that need to be
answered by publics, industry, and governments. Some key questions related to privacy issues are
highlighted below:
IoT Privacy Questions (p. 42 – 43)
Fairness in Data Collection and Use
• How do we resolve the marketplace relationship between data sources and data collectors?
• How might distinct interests be expressed in a way that leads to fair and consistent rules for
both sources and collectors concerning access, control, transparency, and protection?
Transparency, Expression, and Enforcement of Privacy Preferences
• How can privacy policies and practices be made readily available and understandable in the
context of IoT?
• What are alternatives to the “notice and consent” model?
• What is an effective model for expressing, applying, and enforcing individual privacy
preferences?
Wide-ranging Privacy Expectations
• Privacy norms and expectations are closely related to the social and cultural context of the user.
• What will that mean for the development of a broadly applicable privacy protection model?
• How can IoT devices and systems be adapted to recognize and honor the range of privacy
expectations of the users and different laws?
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Privacy by Design
• How can we encourage IoT device manufacturers to integrate privacy by design principles into
their core values?
• How do we foster the inclusion of consumer privacy considerations in every phase of product
development and operation?
Identification
• How should we protect data collected by IoT that appears not to be personal at the point of
collection or has been “de-identified” but may at some point in the future become personal
data?
1.2 Semantic technologies for the IoT – an Inter-IoT perspective
Maria Ganzha, Marcin Paprzycki, Wieslaw Pawlowski, Pawel Szmeja, Katarzyna Wasielewska (2016), IEEE
First International Conference on Internet-of-Things Design and Implementation
In this article, Ganzha and colleagues posit that the definitional complexity of IoT and apparent conflicts
in definition are essential. “Dealing with volume of data produced by the things, their varying
capabilities, and an exploding number of services, which they offer (or require, to be “useful”), are
among the biggest conceptual and technological challenges of our time. But it’s not only the scale and
the heterogeneity, which have to be considered. A dynamic and often unknown topology of the
network, high possibility of conflicts between things, unknown availability of data-points, as well as
various security issues are just a few examples of other problems to be tackled.” IoT devices will have to
be homogeneous and will have to allow discovery of their capabilities – requiring an inchoate
definitional state at the outset. They present internet ontologies as a means to achieving device interoperability and homogeneity through application in “semantic annotation, managing access, resource
discovery and knowledge extraction.” (p. 271)
Internet Ontologies from Ganzha et al. (2016, p. 271 – 272)
Internet
Description
Ontologies
CSIRO
Sensor Generic ontology for describing function, physical and measurement aspects of
Ontology
sensors – classes include sensors, features, operations, results, processes, inputs
and outputs, accuracy, resolution, abstract & physical properties, metadata links
SWAMO
Collaborative, distributed set of intelligent agents for supervising and conducting
Ontology
autonomous mission operations – enables automated decision making and
response to sensor web environment
MMI
Device Ontology of marine devices that integrates with models of sensor descriptions
Ontology
(component, system process, platform, device, sensor and sampler)
SEEK Extensible Suite of ontologies for modeling and representing scientific observations – can
Observation
express a range of measurement types, includes mechanism for specifying
Ontology
measurement context, can specify type of entity being measured.
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1.3 The Internet of Things: Mapping the Value Beyond the Hype
McKinsey Global Institute (June, 2015), White paper
The economic impact of IoT is discussed in the McKinsey report, which also contains quantitative
assessments of potential in several key areas.
Different use models with the IoT (p. 3,19):
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Potential Value in the Internet of Things (p. 9):
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2. IoT and the Underlying Technology
2.1 What the Internet of Things (IoT) Needs to Become a Reality
Freescale/ARM (May 2014), White Paper
This white paper by Freescale/ARM presents IoT from the vantage point of the semiconductor industry,
whose technology will be at the heart of all IoT. They provide an overview of the technological
capabilities necessary to make visions of IoT become reality.
Technical Requirements for IoT include (p.7):
1) Sensing and data collection capability (sensing nodes)
2) Layers of local embedded processing capability (local embedded processing nodes)
3) Wired and/or wireless communication capability (connectivity nodes)
4) Software to automate tasks and enable new classes of services
5) Remote network/cloud-based processing capability (remote embedded processing nodes)
6) Full security across the signal path
The white paper takes these requirements and converts them to products that will be necessary to
establish IoT (p. 12):

2.2 The Internet of Things: The Next Growth Engine for the Semiconductor Industry
Ramen Chitkara, Werner Ballhaus, Olaf Acker, Dr. Bin Song, Anand Sundaram and Maria Popova, (May
2015) PricewaterhouseCoopers
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IoT will have a tremendous financial impact on the semiconductor industry.

Chitkara and colleagues forecast the anticipated financial impact of IoT on the semiconductor industry
(p. 22):

“PwC’s forecast for the global semiconductor market suggests that between 2014 and 2019 billings will
increase by US$96 billion, representing a compound annual growth rate (CAGR) of 5.2%. Data processing
will be the largest single segment with a total of US$162 billion in 2019, followed by the
communications segment with a total of US$127 billion in 2019. The strongest growth will be in the
smaller segments: industrial (forecasted CAGR of 9.7%) and automotive (forecasted CAGR of 8.2%).”
(p.32)
RIOT OS: Towards an OS from the Internet of Things
Emmanuel Baccelli, Oliver Hamm, Mesut Günes, Matthias Wählisch, and Thomas Schmidt (2013)
INFOCOM Demo/Postersession.
IoT devices have their unique and diverse set of software requirements. Baccelli et al introduce RIOT OS,
an open-source OS designed for low-power, low-resource IoT devices, in competition with the existing
players such as mBed from ARM, Windows 10 from Microsoft, Brillo from Google, etc. In the book
Internet of Things based on Smart Objects, authors discuss the use of smart objects and middleware to
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deal with the heterogeneity and decentralized nature of IoT. Because of the expectation for IoT to be
somewhat autonomous, machine learning and artificial intelligence have been considered parts of IoT,
be they implemented at the leaf nodes or in the cloud, as detailed in Holdowsky et al’s primer on IoT.
Holdowsky J, Monika M, Raynor ME, Cotteleer M (2015) Inside the Internet of Things, Deloitte University
Press (p. 3)
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3. IoT in Healthcare
3.1 How Can the Internet of Things Help to Overcome Current Healthcare Challenges?
Jerome Couturier, Davide Sola, Giovanni Scarso Borioli, Cristina Raiciu (2012), Digiworld Economic
Journal (87)3, p.67-82.
“Healthcare systems are facing several challenges starting from an ageing population to a growing
demand for more advanced and better healthcare outcomes. This leads to an increase of healthcare
costs as well as a need for change in healthcare systems in terms of better and more efficient
outcomes.” Couturier and colleagues posit that IoT could help solve these issues and others by enabling
more systematic management of the healthcare system and “behavioral changes by stakeholders in the
system.” To test this hypothesis they analyzed 71 “innovative health solutions…developed for 10
therapeutic areas.” (p. 67)
Four cases demonstrating how IoT can address healthcare system challenges:
Challenge
Cardiac
Arrhythmia
(p. 71 – 72)

Description
Deviations of the heart from
the norm - which may lead to
too fast, too slow or irregular
heartbeats

Heart failure
(p.73)

Condition in which the heart
can no longer pump enough
blood to the rest of the body

Diabetes
(p. 74 – 76)

Chronic disease that affects
how the body metabolizes
glucose resulting in prolonged
high blood glucose levels

Obesity
(p. 76 – 77)

Excessive body fat relative to a
person’s height and gender. A
BMI of 30 or greater.
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IoT Solution
(1) Mobile Cardiac Outpatient Telemetry (MCOT) –
monitors patients 24/7 via small sensor that transmits
activity to company’s monitory center and to physician
(2) Sensor attached to patient’s chest that detects,
transmits, and records physiological information via
wireless connection to central server – reviewed by
cardiologist tech
Fluid status monitoring device – when a patient crosses
the fluid threshold, diet and medication are adjusted to
get him/her back on track. Device helps patients
comply with treatment routine.
Monitoring device that uses blood pressure and
glucose monitor to give accurate test results to better
manage glucose levels. Monitor communicates via
Bluetooth to a smart screen (PC or cellular)
transmitting data to server where it is stored, reviewed
and interpreted by the patient’s doctor.
Wireless-enabled wearable fitness tracker with 3D
motion sensor to accurately track calories, steps,
distance, and sleep quality. Automatically uploaded to
internet, analyzed by patient or doctor.
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Impact of the IoT solutions and their fulfillment of the propositions (p. 78):

3.2 Regulating Healthcare Robots: Maximizing Opportunities while Minimizing Risks
Simshaw et al.(2016)
“Robots in healthcare will be an evolution in the coming decades, and there are basic questions that
need to be addressed in this nearer future in order to ensure that robots are able to maintain
sustainable innovation with the confidence of providers, patients, consumers, and investors. Only
through such responsible design, deployment, and use will robots' potential be maximized in
healthcare.” There is a movement in healthcare toward the use of robots with far greater autonomy.
“Such autonomy includes the supervisory control paradigm, in which certain functions are automated
with a human supervising the system, all the way to fully autonomous robots. Similarly, health care
environments that are reliant on or dominated by all-purpose "healthcare companions" and robotic
"doctors," utilizing artificial intelligence, will raise fascinating questions.”
Driving forces behind automation and robotics in healthcare
• With aging populations worldwide there will be increased demand for healthcare which can be
met, in part, through efficiency and automation.
• Rising healthcare costs can be addressed, in part, through the cost effective use of robots (e.g.
conducting patient intake) and the extension of robotic services to home healthcare (e.g. taking
vitals, administering medication, providing comfort).
• Personalized healthcare may increase the demand for robots as their services can be tailored to
specific patients needs.
Types of healthcare robots
• Surgical robots (which at present are directly controlled by doctors)
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“Routine-task” robots (“bring meals and medications to patients, transfer lab specimens and
carry linens)
Personal care robots (beginning as assistants to doctors but will increasingly perform care on
patients in medical facilities and homes)

Key legal and regulatory issues
• Different types of robots, performing different tasks, are currently regulated differently by the
FDA (e.g. as medical devices or mobile apps); n no comprehensive regulatory framework exists
from connected and automated healthcare robots;
• Patient security and privacy in the design and deployment of robots in healthcare settings;
• As healthcare robots become more autonomous and connected to other devices they may,
eventually, make medical decisions with human oversight;
• The collection, processing, storing and use of patient data by robots and the sharing of data
between robots and other devices.

3.3 IoT Analytics for Smart Health and Care
Prof. Dr. Ch. Thuemmler, Presentation to IoT Week (2015)
In his presentation, Thuemmler challenges the vision that the current stakeholders will be capable of
changing their perspectives but still holds an optimistic view of IoT application in the healthcare sector.
He does this by offering a series of “myth-busters” that articulate the discrepancy between the promises
of IoT offered by European governments and the actual experience of healthcare and industries creating
IoT technologies.

Despite these challenges he foresees that individuals will better own their wellbeing-related data and
participate in their own care. He also lists regulatory challenges that need to be overcome, such as data
governance.

3.4 How 5G Technology Enables the Health Internet of Things
Darrell M. West (July, 2016) Center for Technology Innovation at Brookings, White paper
West emphasizes the role of future 5G telecommunication technologies in enabling IoT in healthcare.
Contains Copyrighted Material
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Key areas of advancement:
Imaging (p. 6)
• Images and information sharing across geographic areas
• Patients in rural areas gain access to doctors elsewhere
• Doctors gain access to expertise in other locales
• Could address disparity in access to healthcare based on geographical distribution of services
and service quality
Diagnostics (p. 7-9)
• New applications expand the use of monitoring with wearable and ingestible medical equipment
• Monitoring can replace self-reporting for chronic diseases like Parkinson’s or for monitoring
food intake and exercise.
• Medical health and diagnosis through video for those in remote locations or those with limited
mobility.
• Patient biomonitoring: e.g. remote monitoring of vulnerable patients’ vitals
• Precision medicine enabled by integration of patient data stored on cloud
Data analytics and treatment (p. 9-10)
• Mining health data
• Collaborative Cancer CloudTM – integrate patients information from a variety of organizations
• Wearable devises that send out alerts or remind patients to take medication
• Remote surgery
3.5 Industrial Internet Insights Report
GE-Accenture (2015)
The GE Accenture report presents surveys in the healthcare industry revealing some of the barriers
ahead in the use of IoT, especially organizational challenges in companies.
“Among the healthcare organizations we surveyed as part of our Industrial Internet research, an
overwhelming majority acknowledged the critical role of analytics in driving improved clinical, financial
and operational outcomes. These organizations feel that analytics will have the power to dramatically
improve patient outcomes…However, challenges around system barriers between departments,
budgetary constraints and organizational obstacles are impeding implementation of their analytics
initiatives.” (p. 16)
“Healthcare organizations…have a greater focus on how analytics can driver better patient care rather
than as a means to achieve competitive advantage.” (p. 19) “Healthcare organizations clearly
understand the potential of analytics to drive better patient outcomes and operational efficiencies.” (p.
20)
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Top analytics capabilities targeted for development by healthcare providers (p. 20):
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4. Law and IoT
4.1 Care and Feeding of Privacy Policies and Keeping the Big Data Monster at Bay: Legal Concerns in
Healthcare in the Age of the Internet of Things
Christina Scelsi (2014-2015), Nova Law Review (39), p. 391-435.
“While the use of big data that is generated by the IoT has great potential to produce boundless
technological advances, it also presents some very real and serious legal concerns for consumers, as well
as a number of regulated industries… A prime example of the myriad of data privacy issues that
consumers and businesses face […] can be found in an examination of the issues current faced by the
healthcare industry in the age of IoT. While wearable fitness trackers, like FuelBand and FitBit devices,
seem like innocuous gadgets urging users to move more and get in shape, the long term impact of
having data about one’s habits and health collected are unknown. How would the data be viewed in
theeyes of a person’s physician, or insurance company for that matter? When device is more necessary
for life – like a pacemaker capable of remote monitoring via the Internet – the implications of a data
breach or potential attack by hackers become even more dire. When it comes to healthcare related
applications, the Food and Drug Administration (FDA) is considering different tiers of regulation to
ensure that these apps are providing safe and accurate information to consumers.” (p.394)
Crime Concerns
“Data has [always] been a double sided coin with both good and bad aspects; and in today’s
environment of three-dimensional printing and other high tech weapons, where the positive aspects
have great potential, the negative present consequences will call for regulatory solutions in coming
years.” She follows with an example of the Mumbai terrorist attack. “What marked a shift from previous
such attacks was that, while these terrorists attached with the expected weapons of hand grenades,
explosives and machine guns, they also came armed with mobile phones, night vision goggles, access to
satellite imagery, and most importantly, access to an operations center in Pakistan.” With access to the
internet terrorists in Mumbai monitored real-time media coverage of their attack and changed strategy
– including murdering a hostage - based on this information. (p. 399)
IoT, Health and the Law
• In the US there are 60,000 people with pacemakers that connect to the Internet. “In the hands
of a criminal the ability to shock a patient remotely could be a means of committing murder.” (p.
401)
• Fitbit and FuelBand data have already been admitted as evidence in a personal injury case in
Calgary in 2014 – the concern is that coupled with data available through social media these
devices could become “black boxes” for humans. (p. 401)
• FDA has new regulations that “at a minimum, medical devices should require secure
authentication for access, use encrypted communication, and make sure that security patches
are always added.” (p. 402)
Scelsi runs through an interesting hypothetical of hacking an insulin pump (p. 403). The details
interestingly highlight the complexity and extent of threats to individual privacy and safety.
Data Discrimination
One of the biggest concerns associated with IoT in healthcare is discrimination based on the data that is
collected. Will this information be used to determine whether or not someone is in compliance with
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their health policy and deny coverage in the case of non-compliance or in the making of employment
decisions? (p. 405)
Security and Privacy Recommendations
The report states that “given the very real risk of data breaches, regulatory agencies – as well as federal
and state legislatures – are keeping an eye on the situation and are recommending security guidelines
for the IoT as it relates to healthcare.” (p. 406-408)
Policy principles proposed by Intel in their report to the Senate Special Committee on Aging (p. 408):
1. Standardization: To require data standards for connectivity as well as for interoperability
between smart devices. “IoT in healthcare has the potential to aggregate data from patient
records, wearable sensors, labs, diet, the environment, and social networking in real time, but
only if the data can be analyzed. This takes standardized formats.”
2. Regulate Smartly: Avoid de-innovation in developing security standards and the need for
collaboration between Congress, regulators, and industry to develop regulatory frameworks.
3. Rethinking Reimbursement: The adoptions of virtual care for patients by phsyicians and
healthcare systems has been delayed by a failure to reimburse providers when the provide
virtual care that is superior (to in person care) for patients.
4. Link Patient Collected Data with Patient Records: 78% of physicians and 66% of hospitals
adopted electronic medical records after the HITECH Act but data from sensors are not included.
5. Extending Privacy and Security Standards: Standards should be required for IoT applications and
devices that are part of the IoT – a “universally accepted health IT security standard or
[principles] that can be enforceable” and criteria for organizations to be deemed HIPAA Security
Rule Compliant.”
Relevant Laws and Regulations Applicable to IoT
Federal Privacy Act of 1974: “governs the collection, maintenance, use, and dissemination of
information about individuals that is stored in the records systems of federal agencies.” This includes the
no disclosure without consent rule - “no agency shall disclose any record which is contained in a system
of records by any means of communication to any person, or to another agency, except pursuant to a
written request by, or with the prior written consent of, the individual to whom the record pertains.”
(p. 409-410)
Children’s Online Privacy Protection Act (COPPA): Protects the personally identifiable information of
children under the age of thirteen and sets out regulations that commercial website operators must
abide by if the website is collecting such information. [SHINE Curator note: COPPA recently came into
play in an IoT lawsuit related to Mattel’s Hello Barbie which records the (presumably underage) owner’s
voice and transmits the information to Mattel’s server where a customized response is crafted and then
spoken to your child through the doll.] (p. 410-413)
California Online Privacy Protection Act (CalOPPA): Requires all online services or websites to
“conspicuously post privacy policies to inform users about (a) the categories of personally identifying
information being collected; and (b) with which third parties the information will be shared.”
Amendments require “retail website operators include a delete button on such sites and applications
that would allow minors who are registered users on the site to have the ability to delete their content
that has been posted on the site, or the ability to request that it be deleted.” (p. 413-414)
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Health Information Privacy Act: Protects individually identifiable health information but applies only to
certain entities include: health plans, healthcare clearinghouses and healthcare provider who transmits
any health information in electronic form. The latter category is likely to be changed in response to IoT
devices. (p. 421)
Health Information Technology (HITECH) Act: “Provided monetary incentives to hospitals and
healthcare providers to convert to electronic medical records systems” but also “made significant
changes to both the enforcement and sanctions as they relate to the healthcare privacy and security
requirements enacted as part of HIPAA.” This includes the extension of privacy obligations to business
associates and entities not covered by HIPAA (e.g. Lawyers, IT personnel,...). (p. 422)
Affordable Care Act: Among many other things, established Healthcare.gov as the online location for
the Health Insurance Marketplace. The article details some of the privacy issues that have arisen with
the marketplace. (p. 423-425)
Genetic Information Nondiscrimination Act of 2008: Genetic information is personal health information
protected under HIPAA and cannot be used by health insurance companies for underwriting or by
employers for discrimination based on the information. (p. 425)

4.2 A Litigator's Guide to the Internet of Things
Antigone Peyton (2016), Richmond Journal of Law and Technology (22)3, p. 1-21.
Peyton presents a different legal perspective: IoT as a tool for a litigator, also highlighting the potential
future role of IoT developers in legal cases. “From a litigator’s perspective, there are benefits and risks
associated with IoT evidence. These connected objects, combined with big data analytics, can make
cases simultaneously clearer and more complicated. The IoT movement also challenges litigators to roll
up their sleeves and think creatively about how these connected objects can tell a story.” (p. 2)
The article continues with examples of IoT cases including:
• Mattel’s Hello Barbie: Connected doll that records your child through an embedded microphone
and uses a wi-fi connection to send the conversation to Mattel’s partner company ToyTalk,
which records and stores all conversations and sends back a pre-programed response. (p. 6-7)
• Detective Mode: Spyware installed on rental or rent-to-own laptops that turns on the built-incamera if customers fail to make payments on time. It also gathers “data about whoever is using
the computer, and transmits it to the software manufacturer every two minutes, who then
sends the data to the rent-to-own store.” (p. 7-8)
Wearable devices and the law
• “A personal injury lawyer might be interested in the data collected from their client’s wearable
fitness device. For instance, the data obtained from a Fitbit device has been used a evidence of
an individual’s diminished physical activity resulting from a work-related injury in a Canadian
personal injury case.” In a case of alleged rape, “the Fitbit data contradicted the statements of
the alleged victim by showing that at the time of the crime, she was awake and walking around,
even though she claimed she was attacked while asleep.” (p. 9)
• There is a legal precedent for the use of data gathered from wearables in court: “Courts already
use data from GPS services and biking apps in cases involving bike accidents. Police routinely use
surveillance technology like Automatic License Plate Readers mounted on police cars, or
Contains Copyrighted Material

18

Internet of Things Primer

•

CNS-ASU Report #R16-0001

[elsewhere]…Private companies also collect license plate photos and geo-tagged images and sell
that data to law enforcement, insurers, and financial institutions. They consider this analogous
to taking photographs of public and disseminating the information, an activity protected by the
first amendment.” (p. 11)
Reliability of the data gathered and the analysis remains an issue. (p. 12)

Connected Cars and the Law
“IoT implicates a wide variety of technologies involved with running and monitoring connected cars,
including connected control systems, Event Data Recorders, and other vehicle telematics. Vehicle
control software may use proximity sensors to identify collision risks and automatically engage the
brake, survey blind spots and report objects, and park a vehicle without driver assistance…These [and
autonomous cars] will be connected to the internet and will transmit all kinds of data relating to the
vehicle and its passengers’ activities.” “At least one rental car agency is already putting cameras in
navigational devices installed in its fleet of cars, and the user cannot disable the camera.” (p. 14-15)
The article contains further information on:
• Discovery of IoT information (p. 15)
• IoT Object as Witness (p. 17)
• Litigating in an IoT World (p. 20)
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5. Telecommunications for IoT
5.1 Embracing the Internet of Everything to Capture your Share of $14.4 Trillion
Joseph Bradley, Joel Barbier, Doug Handler (2013), Cisco
Bradley et al present Cisco’s point of view: Cisco as a major networking player stands to gain in the
explosion that IoT represents in data traffic and attempts to quantify the economic implications for
different industries. The authors quantify the Value at Stake with IoT (this includes increased revenue
and decreased cost) at $14.4 Trillion. (p.1)
This is broken down into 5 drivers:

They also break down the value of IoT by industry and indicate the current state of industries and the
potential offered by IoT in 2022:
Smart Factories
$1.95 trillion in total Value at Stake (p. 7)
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Smart Grid
$757 billion of total Value at Stake (p. 9)

Connected gaming and entertainment
$635 billion of total Value at Stake (p. 10)

Smart Buildings
$349 billion of total Value at Stake (p. 11)
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Connected commercial ground vehicles
$347 billion of total Value at Stake (p. 12)

Connected Healthcare and Patient Monitoring
$106 billion of total Value at Stake (p. 13)

Connected private college education
$78 billion of total Value at Stake (p. 14)
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5.2 Understanding the Internet of Things (IoT)
GSMA, White paper
This paper emphasizes the critical role wireless technologies will play in the IoT and the requirements
and challenges, in particular the distinction between the current human-centric protocols and the
required machine-to-machine (M2M) ones. “M2M solutions – a subset of the Internet of Things –
already use wireless networks to connect devices to each other and the Internet, with minimal direct
human intervention, to deliver services that meet the needs of a wide range of industries. The IoT
represents an evolution of M2M through the coordination of multiple vendors’ machines, devices and
appliances connected to the internet through multiple networks.” (p. 1)
Consumer impact of the connected life (p. 3):

Socio-Economic Impact of the Connected Life in 2017 (p. 4):
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Understanding the Internet of Things: GMSA offers 5 features of IoT of critical import for
telecommunications (p. 9-11):
1. The internet of things can enable the next wave of life-enhancing services across several
fundamental sectors of the economy (Healthcare, Smart Cities)
2. Meeting the needs of customers may require global distribution models and consistent global
services
3. IoT presents an opportunity for new commercial models to support mass global deployments

4. The majority of revenue is derived from the provision of value added services and operators are
building new capabilities to address these new service areas
5. Device and application behavior will place new and varying demands on mobile networks.
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5.3 On Networking of Internet of Things: Explorations and Challenges
Huadong Ma, Liang Liu, Anfu Zhou, Dong Zhao (2016), IEEE Internet of Things Journal (3)4, p 441-452.
Ma et al is a survey of the challenges in telecommunications in making IoT possible, in particular
heterogeneity of the devices, the modality of the connection (i.e., IP vs. non-IP).
Comparison between heterogeneous network elements in IoT (p. 442):

Contains Copyrighted Material

24

Internet of Things Primer

CNS-ASU Report #R16-0001

6. Industrial IoT
Although the public is most acutely aware of the part of IoT that will have direct contact with them, a
large part of IoT will be hidden from view, yet no less influential on the impact on our society: industrial
IoT (IIoT).
6.1 Internet of Things for Industrial Automation – Challenges and Technical Solutions
Hongyu Pei Breivold and Kristian Sandström, (2015) IEEE International Conference on Data Intensive
Systems
Breivold and Sandström provide an overview of the goals of IIoT, relevant metrics such as reliability,
functional safety, scalability, etc., as well as the challenges such as heterogeneity, compatibility,
longevity, etc.
IoT Challenges in Industrial Automation (p. 533-534)
• Data and service security
• Trust, data integrity and information privacy
• Scalability
• Interoperability
Automation Domain-Specific Constraints (p. 534-535)
• Timing and determinism
• Reliability and availability
• Safety and criticality
• Interoperability
Industrial IoT Challenges (p. 535-537)
Mixed criticality

Latency
Scalability w/ respect to data update
cycles
Fault tolerance

Scalable collaboration in real time

Functional safety

• Virtualization
• Partition model w/ mechanism that decides each partition’s
period and execution time automatically
• “fog computing” or “edge computing”
• Computer offloading
• Smart Gateway + Smart Network
• Redundancy: duplicating servers, controllers, I/O and
networks
• Design local fallback solutions
• Fault prediction using IoT
• Zero configuration networking
• AMQP, MQTT or DDS for connecting heterogeneous devices
• Service orchestration and choreography
• Separate safety systems from IoT systems
• Partial integration where information from safety systems
are isolated and don’t depend on IoT systems but still
provide information

Industry-specific security challenges
Legacy long-lived industrial systems
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6.2 Industry 4.0: The Future of Productivity and Growth in Manufacturing Industries
The Boston Consulting Group (April 2015).
The BCG reports discuss the economic aspects of IIoT as an integral part of “Industry 4.0” along with
other transformational technologies such as assistive manufacturing, simulation and augmented reality,
including how it will affect the workforce and how it will help transform many goods into digital services.
“Industry 4.0 will transform the design, manufacture, operation, and service of products and production
systems. Connectivity and interaction among parts, machines, and humans will make production
systems as much as 30 percent faster and 25 percent more efficient and elevate mass customization to
new levels.” “Manufacturing will be transformed from single automated cells to fully integrated
automated facilities that communicate with one another and boost flexibility, speed, productivity, and
quality. In Germany’s advanced manufacturing landscape, for example, Industry 4.0 can drive
productivity gains of 5 to 8 percent total manufacturing costs over ten years, totaling 90 billion to 150
billion Euros.” “The impact of Industry 4.0 will be significant. Our research shows that in Germany alone
it will contribute and 1 percent per year to GDP over ten years, create as many as 390,000 jobs and 250
billion Euro to manufacturing investment (or 1 to 1.5 percent of manufacturers’ revenues). Although the
full shift toward Industry 4.0 might take 20 years to reach fruition, in the next 5 to 10 years key advances
will be established and winners and losers will emerge.” (p. 2)
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Nine Pillars of Technological Advancement
These are the advances that BCG sees as forming the basis of Industry 4.0, it includes (p. 4):
Technological Advancement
1. Big Data and Analytics

2. Autonomous Robots

3. Simulation

4. Horizontal and Vertical
System Integration

5. The Industrial Internet
of Things

6. Cybersecurity

7. The Cloud

8. Additive Manufacturing
9. Augmented Reality

Example
Semiconductor manufacturer Infineon Technologies had decreased
product failures by correlating single-chip data captured in the testing
phase at the end of the production process with process data collected
in the wafer status phase earlier in the process.
Kuka, a European manufacturer of robotic equipment, offers
autonomous robots that interact with each other. These robots are
interconnected so that they work together and automatically adjust
their actions to fit the next unfinished product in line.
Siemens and a German machine-tool vendor developed a virtual
machine that can simulate the machining of parts using data from the
physical machine. This lowers the setup time for the actual machining
process by 80%.
Dassault Systèmes and BoostAeroSpace launched a collaboration
platform for the European aerospace and defense industry. The
platform, AirDesign, serves as a common workspace for design and
manufacturing collaboration.
Bosch Rexroth, a drive-and-control-system vendor, outfitted a
production facility for valves with a semi-automated, decentralized
production process. Products are identified by radio frequency
identification codes, and workstations “know” which manufacturing
steps must be performed for each product and can adapt to perform
the specific operation.
Industry 4.0 will need to protect critical industrial systems and
manufacturing lines from cybersecurity threats. Secure reliable
communications and sophisticated identity and access management
machines and users are essential.
Machine data and functionality will increasingly be deployed to the
cloud, enabling more data-driven services for production systems. Even
systems that monitor and control processes may become cloud based.
Aerospace companies use this to apply new designs that reduce aircraft
weight, lowering their expenses for raw materials like titanium
Workers may receive repair instructions on how to replace a particular
part as they are looking at the actual system needing repair. Virtual
training may also rise in prominence.

6.3 Forging Links into Loops: The Internet of Things’ Potential to Recast Supply Chain Management
Joe Mariani, Evan Quasney, and Michael E. Raynor, (2015), Deloitte Review (17), p 118-129.
Mariani et al present the potential of IoT to redefine supply chain management by providing an
unprecedented level of timely feedback and detailed data. They articulate this potential in terms of a
value loop that “consists of stages, each enabled by specific technologies. An act is monitored by a
sensor that creates information; that information passes through a network so that it can be
communicated; and standards – be they technical, legal, regulatory, or social – allow that information be
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aggregated across time and space. An enterprise uses augmented intelligence, or analytical support, to
analyze the information, and the loop is completed via augmented behavior technologies that either
enable automated autonomous action or shape human decisions in a manner leading to improved
action.
Information Value Loop (p. 120)

Three ways in which the IoT transforms the supply chain (p. 122)
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New paths to supply chain management through IoT:
Efficiency: The IoT’s ability to make visible previously unseen information about a supply chain allows
for greater efficiency than process controls alone. IoT solutions with this goal are typically found “within
the walls,” making a particular plant or facility run more efficiently. (p. 122)
Differentiation: By expanding within-the-walls IoT applications to include suppliers and distributors in
an end-to-end supply chain, companies can transform push-driven order systems to pull-driven ones.
These applications can have the same efficiency gains as within-the-walls applications, but they can also
improve customer experience providing for greater differentiation. (p. 123-124)
Innovation: Pervasive IoT applications that integrate customers and the end-to-end supply chain into a
single product ecosystem open the possibility of new, innovative business models. Among the most
interesting of these new business models are those that transform the supply chain from a cost burden
to one that can generate revenue itself. (p. 125)
6.4 Precision Agriculture Technology for Crop Farming
Qin Zhang (Ed), CRC Press, 2016
The collection edited by Zhang called “Precision Agriculture
Technology for Crop Farming” gives a detailed analysis of how IoT
is already changing agriculture and how it can improve water
efficiency among other metrics. An E-version of the book can be
made available upon request.
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7. Cybersecurity
7.1 Mobile Cybersecurity in the Internet of Things: Empowering M2M Communication
CTIA (2014)
Essential to the success of IoT is the difficult goal of security. The CTIA report is a qualitative overview of
the challenges in securing IoT wireless communications against a growing and diversifying group of
threats while meeting stringent power and resource requirements.
Examples of M2M connections and corresponding protective countermeasures (p. 14):
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7.2 Security in the Internet of Things: A Review
Hui Sou, Jiafu Wan, Caifeng Zou, Jianqi Liu, (2012) International Conference on Computer Science and
Electronics Engineering
Sou et al review existing security architectures, their application to the IoT and their limitations. (p. 648)

Security Requirements (p. 649)
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8. Smart City
8.1 Towards a Smart City Based on Cloud of Things, a Survey on the Smart City Vision and Paradigms
Riccardo Petrolo, Valeria Loscri and Nathalie Mitton (2015), Transactions on Emerging
Telecommunications Technologies DOI:10.1002/ett
Petrolo et al present an overview of how IoT can benefit city residents. They emphasize that instead of
being one homogeneous tightly connected net, smart city IoT will be a loosely bound federation, making
the interfaces among those critical for success.
“Although there is not a formal and universally accepted definition of a ‘Smart City’ yet,…,authors try to
delineate the concept, defining a smart city as a city that functions in a sustainable and intelligent way,
by integrating all its infrastructure and services into a cohesive whole and by using intelligent devices for
monitoring and control, to ensure sustainability and efficiency.” This includes an IoT structure divided
into five layers: (p. 5)
• Device Layer: “deals with the identification and collection of objects specific information by the
sensor device;”
• Network Layer: “used to send data collected by the device layer to the information processing
system;”
• Middleware Layer: “performs information processing and ubiquitous computation and takes
automatic decision based on the results;”
• Application Layer: “provides global management of the application based on the information
processed through Middle ware:
• Business Layer: “responsible for the management of overall IoT system.”
This idea of the conglomeration of many IoTs is examined in detail in the book Collaborative Internet of
Things. This book can be made available upon request.
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8.2 Building Smart Cities
Carol L. Stimmel, CRC Press, 2015

Stimmel in her book Building Smart Cities emphasizes the role of design thinking in wisely deploying IoT
technology to reach society’s goals. Her book covers many aspects of IoT from the perspective of their
impact of society including energy, water, city revitalization, transportation, democracy etc. She
underlines the vulnerabilities that connected cities will have but in a chapter called “Hacking the City”
also underlines that the same hacker spirit can be used as a positive disruptive force in the
transformation of our society. Jeremy Rifkin in his book The Zero Marginal Cost Society discusses a
similar vision where the IoT will be instrumental in combatting economic inequality.
8.3 The Spectrum of Control: A Social Theory of the Smart City
Jathan Sadowski and Frank Pasquale (2015), University of Marlyand Francis King Carey School of Law,
Legal Studies Research Paper (20)7.
Sadowski and Pasquale offer a critical perspective on smart cities that casts a shadow over the entire
IoT. While smart cities and IoT are normally referenced in terms of new or improved technologies applications, devices, and connections - this article depicts them in the much older terms of power and
control. Take, for instance, their commentary on the way industry frames privacy and surveillance:
“Their [so-called technocrats] normative tools of evaluation, focusing on consumer and citizen “consent”
to surveillance, are manipulatable enough to embrace even the most disturbing technologies of control
– such as drone-driven crowd control directed at protesters, or automobile loan technology that
disables cars mere minutes after a payment is late – as expressions of democratic will and market
rationality.” (p. 2) They offer a theoretical response “that lays out the characteristics and consequences
of a dominant socio-political logic that courses throughout and ties together many of the various
practices and ideologies related to ‘smart cities.’” (p. 2)
Three types of smart cities:
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Existing (retrofitted and renovated) smart cities: “the smart city is assembled piecemeal,
integrated awkwardly into existing configurations of urban governance and the built
environment” (cf. …) and the result of “increasingly entrepreneurial form of urban governance
that seeks to make the city into a center of …competitive economic growth.” (p. 3)
Smart shocked cities: “a city undergoes a quick, large-scale integration of ‘smart’ ideals,
technologies, and policies.” “Perhaps the best example is the Intelligent Operations Center built
in in 2010 by IBM for the city of Rio de Janeiro…With this Nasa-esque control room, the city of
Rio is turned into a system for optimization and securitization…thus amplifying the already
existing practices of militaristic urban control.” (p. 3)
Idealistic models of the smart city: “built from scratch projects that are being constructed where
nothing exist before.” “This type also reveals striking historical similarities that exist between
the smart city ideology and the ideology of twentieth century high modernist architecture”
Examples include Songdo, South Korea and Masdar City, UAE. (p. 3)

The authors go on to present two case studies exemplifying a spectrum of control, drawing “connections
between technologies that were before thought of as discrete and independent.” (p. 9) They argue that
“any significant technology of the smart city becomes a tool to be repurposed for later, oftenunforeseeable goals.” (p. 9) With this perspective in mind they go on to propose the principle of “The
Right to the City.” (p. 10) “This right originated from Henri Lefebvre as a means for people to take back
the urban social space by challenging the abuses of capital through a re-imagination of the duties and
prerogatives of citizenship (Purcell, 2002).” (p. 14)
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9. Transportation and IoT
9.1 Automated Vehicle Research
US Department of Transportation, Intelligent Transportation Systems Joint Program Office, available at:
http://www.its.dot.gov/automated_vehicle/avr_plan.htm
“The USDOT report presents the government’s perspective in how IoT (connected transportation) will
transform the U.S. It is circa 2014 and in IoT time-scale that is eternity, therefore it does not foresee the
rapid realization of some of the technologies such as assisted driving. Yet it still manages to give a
balanced view of the implications for the society.”
Vision
“The USDOT automation program will position industry and public agencies for the wide- scale
deployment of partially automated vehicle systems that improve safety and mobility and reduce
environmental impacts by the end of the decade.”
Role: The USDOT’s role in vehicle automation is to:
• “Facilitate development and deployment of automated transportation systems that enhance
safety, mobility, and sustainability
• Identify benefit opportunities in automated vehicle technology
• Invest in research areas that further industry investments and support realization of benefit
opportunities
• Establish Federal Motor Vehicle Safety Standards and infrastructure guidance.”
Program Goals: The goals of the Department’s automation program are to:
• “Develop estimates of the potential benefits and [risks] of automated vehicles
• Evaluate and promote enabling technologies
• Develop prototype applications
• Identify needed standards and appropriate methods for development
• Identify technical, policy, institutional, and regulatory barriers to deployment and possible
solutions
• Generate design guidelines for automated vehicles
• Collaborate with a broad range of public and private stakeholders.”
Program Organization
“Three capability-based tracks form the program core, with cross-cutting activities such as policy
research and international research exchange. The tracks focus on various levels of automation.”
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Human Factors Evaluation of Level 2 and Level 3 Automated Driving Concepts
“There are critical research questions regarding driver transitions between automated and manual
driving modes, such as how drivers perform over time when using these systems. This initial policy
study, funded by the National Highway Traffic Safety Administration and the ITS Joint Program Office,
addresses human factors research questions focused on drivers transitioning into and out of automated
driving states enabled by Level 2 and Level 3 automated driving concepts. The results support
development of initial human factors driver-vehicle interface principles. Project partners include the
Virginia Tech Transportation Institute, Battelle, Bishop Consulting, General Motors, Google, and the
Southwest Research Institute.”
Additional current research includes:
• “Introduction of Cooperative Vehicle-Highway Systems to Improve Speed Harmonization
• Simulation for Research on Automated Longitudinal Vehicle Control
• High Performance Vehicle Streams Simulation
• Partial Automation for Truck Platooning: Port Authority Trans- Hudson Corporation/Caltrans
• Partial Automation for Truck Platooning: Auburn University
• Saxton Transportation Operations Laboratory Task 3: Procure and Instrument Research Vehicles
• Development of a Platform Technology for Automated Vehicle Research
• Vehicle Automation Program Management and Planning
• Human Factors Evaluation of Level 2 and Level 3 Automated Driving Concepts
• Cooperative Adaptive Cruise Control – Investigation of Key Human Factors Issues
• Development of Functional Descriptions and Test Methods for Emerging Automated Vehicle
Applications
• Transportation System Benefit Study of Highly Automated Vehicles
• Lane Changing/Merge Foundational Research”
The Potential of Automation
“Automated vehicles have the potential to bring about transformative safety, mobility, energy, and
environmental benefits to our nation’s surface transportation system. These benefits could include
crash avoidance, reduced energy consumption and vehicle emissions, reduced travel times, improved
travel time reliability and multi-modal connectivity, and improved transportation system efficiency and
accessibility, particularly for persons with disabilities and the growing aging population. The pace of
research, development, and commercialization of automation technologies has increased rapidly in
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recent years. While technologies available today require a human driver to monitor the roadway and be
prepared to take control, research into the development of fully self-driving vehicles is underway.”
9.2 Preparing a Nation for Autonomous Vehicles: Opportunities, Barriers and Policy Recommendations
Daniel Fagnant, Kara Kockelman (2013), Eno Center for Transportation, Report
“In 2004, DARPA’s Grand Challenge was launched with the goal of demonstrating AV technical feasibility
by navigating a 150-mile route. While the best team completed just over seven miles, one year later five
diverless cars successfully navigated the route. In 2007, six teams finished the new Urban Challenge,
with AVs required to obey traffic rules, deal with blocked routes, and maneuver around fixed and
moving obstacles,..” “As of April 2013, Google’s self-driving cars have driven over 435,000 miles…” (p. 2)
Potential Benefits:
• Safety: AVs have the potential to
significantly reduce crashes caused by
human and environmental factors (p. 3)
• Congestion and Traffic Operations: AVs
can sense and anticipate lead vehicles’
braking and acceleration decisions…
expected to use existing lanes and
intersections more efficiently through
shorter headways, coordinated
platoons and more efficient route
choices. (p.4)
• Travel-Behavior Impacts: AVs may
provide mobility for those too young to
drive, the elderly and disabled,
generating new roadway capacity
demands. Parking patterns could
change, ride-sharing programs could
expand. More vehicle miles travelled.
(p. 6)
• Freight
Transportation:
Trucking
industry applications – reduced need for truck drivers (negative impact on jobs in this sector),
increased fuel economy. (p. 7)
Policy Recommendations (p. 15):
1. Expand federal funding for autonomous vehicle research
2. Develop federal guidelines for autonomous vehicle licensing
3. Determine appropriate standards for liability, security and data privacy
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Anticipating Economic Benefits (p. 8):
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10. Big Data Analytics and IoT
Big Data Analytics is already a business success. The analysis of data from current sources of information
has generated valuable insights, products and services. The internet of things is in large part motivated
by the hunger for more big data. There are a few candidate architectures with different
implementations of the interfaces among the IoT where the data is generated, the Cloud where the data
is stored and Analytics (probably also in the Cloud) where the data is processed. There are several
requirements for data analytics to realize the full potential of the data from IoT including real time
analytics and extreme scalability (e.g., as discussed in Google Platform documentation).

In fact, a close analysis of the requirements reveals that a feasible solution must involve the coordinated
design of all parts of the system. Because of limitations on data bandwidth, some of the data processing
will have to be at the IoT edge nodes, which is now called processing in the fog (as opposed to the
cloud). Similarly, data analytics in the cloud may help these leaf nodes configure or place themselves for
optimal operation.
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11. IoT Standards
11.1 A world with more IoT bodies than standards
Terry Hughes, Published March 18, 2016, available at:
http://internetofthingsagenda.techtarget.com/blog/IoT-Agenda/A-world-with-more-IoT-standardsbodies-than-IoT-standards
Given the very large and fragmented use scenarios of IoT and its large potential footprints on the
society, business and technology, it is not surprising that standards are key to success and proliferation.
They also form a battleground. Terry Hughes of AppCarousel published a snapshot of the IoT standards
bodies, which are more numerous than the standards:

Internet Standards Bodies (Ted Hughes, IoT Agenda, March 2016)
IPSO Alliance

AllSeen Alliance

The
Industrial
Internet Consortium

oneM2M

FiWare

OpenDaylight IoDM

OpenFog

Open Connectivity
Foundation

“Defining identity and privacy for the next generation of smart objects.” IPSO is
an open, informal and thought-leading association of like-minded organizations
that promote the value of using the Internet Protocol for the networking of
smart objects.
“A cross-industry consortium dedicated to enabling the interoperability of
billions of devices, services and apps that comprise the Internet of Things.”
Qualcomm kicked this off as AllJoyn and then handed the source code to the
Linux Foundation, from where the AllSeen Alliance was born.
“The open membership, international not-for-profit consortium that is setting
the architectural framework and direction for the Industrial Internet.” It was
founded by AT&T, Cisco, GE, IBM and Intel in March 2014, with a mission to
coordinate vast ecosystem initiatives to connect and integrate objects with
people, processes and data using common architectures, interoperability and
open standards
“The global standards initiative for Machine to Machine Communications and the
Internet of Things.” Its purpose and goal is to develop technical specifications
which address the need for a common M2M Service Layer that can be readily
embedded within various hardware and software, and relied upon to connect
the myriad of devices in the field with M2M application servers worldwide.
“An independent open community whose members are committed to
building an open sustainable ecosystem around public, royalty-free and
implementation-driven software platform standards that will ease the
development of new smart applications in multiple sectors.”
OpenDaylight (ODL) is a modular open software defined networking
(SDN) platform for networks large and small, and ODL has an initiative called
IoTDM (where DM stands for data management) which aims to deliver open
source IoT middleware solutions based on oneM2M over ODL.
“A public-private ecosystem formed to accelerate the adoption of fog computing
in order to solve the bandwidth, latency and communications challenges
associated with IoT.” Its work is centered around creating a framework for
efficient and reliable networks combined with identifiable, secure and privacyfriendly information flows between clouds, endpoints and services based on
open standard technologies.
“The Open Connectivity Foundation (OCF) is creating a specification and
sponsoring an open source project to unlock the massive opportunity in the IoT
market, accelerate industry innovation, and help developers and companies
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create solutions that map to a single open specification.” OCF will help ensure
secure interoperability for consumers, businesses and industries.
“It’s hard to get devices to talk to one another. And once they do, the
connection is often spotty and power hungry. Thread changes all that. It’s a
mesh network designed to securely and reliably connect hundreds of products
around the home — without blowing through battery life.” Thread has a couple
of hundred members in the connected home space.
“A consortium and standard to drive secure and interoperable IoT for industry
and cities.” The Hypercat specification allows Internet of Things clients to
discover information about IoT assets over the Web. With Hypercat, developers
can write applications that will work across many servers, breaking down the
walls between vertical silos.
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